2. How to Create I.ambda Function

On the Amazon Web Services homepage, search for Lambda:
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If you’ve never created a lambda function before, click Get Started Now. Otherwise, click Create

Lambda function.

Lambda Management Console - Mozilla Firefox
o B Ama:

e.aws.amazon.com/lambda/home?region=us-east-1%,

B Amazon Apps &Servic x Apps & Servic x

@ Cetting Started BAl Yocto Project Mega-... & Yocto Project/innova.

Services v Resource Groups v~ %
Lambda > New function
| select blueprint Select blueprint
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Blank Function

Configure your function from scratch.
Define the trigger and deploy your code
by stepping through our wizard
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Returns the current status of an AWS
Batch Job.
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kinesis-firehose-syslog-to-json

An Amazon Kinesis Firehose stream
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from RFC3164 Syslog format to JSON
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An Amazon Kinesis Firehose stream
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An AWS Config rule that is triggered by
configuration changes to EC2
instances. Checks instance types.
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You’ll be asked to Select blueprint. Choose Blank Function.

Lambda Management Console - Mozilla Firefox
‘ B Amazon Apps & Servic x | B} Amazon Apps & Servic x

€

B Lambda Management x

e.aws.amazon.com/lambda, e?region=us

=

— [ Most visited v @ Getting Started Yocto Project Mega-... & Yocto Project/innova.

@  Services v Resource Groups v \® ' Local Administration/arbrind! ... v

4
Lambda > New function

Select blueprint

o
B

Configure triggers

| configure triggers You can choose to add a trigger that will invoke your function.
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Configure function
Configure triggers AlLambda function consists of the custom code you want to execute. Learn more about Lambda functions.

| configure function
Name* = minnowboard_LED

Description

Runtime* | Nodejs 6.10 -

Lambda function code

Provide the code for your function. Use the editor if your code does not require custom libraries (other than the aws-sdk). If you need custom
libraries, you can upload your code and libraries as a ZIP file. Learn more about deploying Lambda functions,

Code entrytype | Upload a .ZIP file -

Function package* | 4 upload

For fles larger than 10 MB, consider uploading via 53

You can define Environment Variables as key-value pairs that are accessible from your function code. These are useful to store configuration
settings without the need to change function code. Learn more. For storing sensitive information, we recommend encrypting values using KMS
and the console's encryption helpers.

Enable encryption helpers

Environment variables e)

Lambda function handler and role

Handler*  indexhandler o

Role* | Create new role from template(s) -0

Give your lambda function a name, and for Code entry type, select Upload a .ZIP file.



In index.js, which is located in meta-alexa-demo/meta-alexa-led/recipes-demo/alexa-led/files, change
the end point to the endpoint found under your Thing’s interact tab; the endpoint will end with
amazonaws.com.

AWS 10T - Mozilla Firefox 1 B o) 329pm %

é B Amazon Apps & Servic x | E) Amazon Apps & Servic x | (B Lambda Management x | ([} Lambda Management x AWS loT x

o € 0Oa amazon.com, c w B8 ¥ A =
E st Visited v @ Getting Started B@l Yocto Project Mega-.. & Yocto Project/innova.
“ 7] Services v Resource Groups v % £ Local Administration/arbrin... v  N.Virginia«  Support v

oy I
5 @
minnowboard_3
NO TYPE "
- Actions v

% This thing already appears to be connected. Connect a device
| |
E ki
6 I Interact Update your Thing Shadow using this Rest API Endpoint. Learn more

-3

MQTT
Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing
Shadow) Learn more
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Also specify the correct region. Also, specify your Thing’s name in the code where it says thingName.
Save your changes.

Run npm install aws-sdk alexa-sdk in order to create a node_modules folder.

Create a zip file with index.js and node_modules. Upload that zip file.

Then, edit the Lambda function handler and role:
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Lambda function handler and role

Policy templates

» Tags
» Advanced settings

*These fields are required.
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Handler: index.handler

Code entry type

Function package*

Enable encryption helpers

Environment variables

Handler*

Role*

Role name*
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Upload a ZIP file -

Lupload | index.zip (4.5 MB)

For files larger than 10 MB, consider uploading via S3.

You can define Environment Variables as key-value pairs that are accessible from your function code. These are useful to store configuration
settings without the need to change function code. Leamn more. For storing senstive information, we recommend encrypting values using KMS
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Lambda will automatically create a role with permissions from the selected policy templates. Note that basic
Lambda permissions (logging to Cloudwatch) will automatically be addled. It your function accesses a VPC
the required permissions will also be added
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Role: Create new role from template(s)

Role name: <role_name>

Policy templates: Simple Microservice permissions

Click Next.
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Click Create function.

Go back to the AWS homepage, and search for IAM.
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Dashboard Showing 16 results
Groups
Role name & Description Creation Time &
Users
| Roles PC-AmazoNEC2RoleforSSM-MGESXQUV71YE 2017-06-29 16:38 PDT
Policies Automation-VPCFlowL ogs-vpc-{87 28¢c8e-FlowL ogsRole-1KHZRMGFFAVST 2017-06-29 16:39 PDT
Identity providers Central_Administration 2017-06-29 14:59 PDT
Account setings cloudcheckr used by cloudcheckr 2017-06-29 16:22 PDT
Credential report
CloudTrail_LogGroup_Role 2017-06-29 16:35 PDT
ITAudit 2017-06-29 16:35 PDT
Encryption keys
LambdautoTagRole 2017-06-28 16:39 PDT
LambdaCloudTrailLogsRole 2017-06-28 16:39 PDT
lambda_aws 2017-07-12 16:16 PDT
lambda_aws2 2017-07-13 15:00 PDT
lambda_aws3 2017-07-13 15:45 PDT
lambda_aws4 2017-07-18 15:44 PDT
\ambdaibas\ciexecumn 2017-07-12 13:32 PDT
Local_Administration 2017-06-29 16:35 PDT
Operations 2017-06-28 16:34 PDT
Readonly 2017-06-29 16:34 PDT
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Click Roles on the sidebar. Then, click on the name of the role that you just created.



IAM Management Console - Mozilla Firefox

@ Amazon Apps & servic x | B Amazo [ELIEEYSUER Y © 1AM Management Con

Apps & Servic x Lambda Management x

e.aws.amazon.com/iam e?region=us-east-13#/role: sa

B Most visited v @ Getting Started Yocto Project Mega-... & Yocto Project/innova.

Services v Resource Groups v %

IAM > Roles > lambda_aws4

~ Summary
Dashboard Role ARN arn:aws:iam::309843583402:role/service-roleflambda_aws4
Groups Role description
Users Instance Profile ARNs
| Roles Path Iservice-role/

Creation time 2017-07-18 15:44 PDT

Policies
Identity providers
Access Advisor Revoke sessions

Account settings Permissions

Trust relationships
Credential report
Managed Policies

Encryption keys The following managed policies are attached to this role. You can attach up to 10 managed policies.

Policy Name
AwsLambdaMicroserviceExecutionRole-95a3fa75-b292-43b4-a937-dccf489744a1

AwsLambdaBasicExecutionRole-80¢77 218 8dlfa-450e-b6 cf-aa5h3986804

Inline Policies
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Click Attach Policy.
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Attach Policy

Select one or more policies to attach. Each role can have up to 10 policies attached

Filter:  Policy Type ~

Policy Name & Attached Entities ¢
(] AwsloTFullaccess 2

ReadOnlyAccess 2

AdministratorAccess 1

AmazonEC2FullAccess 1

AmazonEC2RoleforSSM 1

Automation-CloudTrail-CloudTrailLogGroupRo... 1

Automation-CorelAM-ITAuditPolicy-1626ZEE

Automation-CorelAM-LocalAdministrationPolic... 1

AWSLambdaBasicExecutionRole-3adele34-5. 1

AWSLambdaBasicExecutionRole-455bc16f-23... 1

AMwSLambdaBasicExecutionRole-5b5bf7b1-6. 1

cloudcheckr 1
O AmazonAPIGatewayAdministrator 0
AmazonAPIGatewayinvokeFullAccess 0
~AmazonAPIGatewayPushToCloudWatchLogs 0
AmazonAppStreamFullAccess 0
AmazonAppStreamReadOnlyAccess 0
AmazonAppStreamsServiceAccess 0
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Actions
Show Policy | Detach Policy | Simulate Policy

Show Policy | Detach Policy | Simulate Policy

Priv

Creation Time ¢ Edited Time ¢
2015-10-08 08:19 PDT 2015-10-08 08:19 PDT
2015-02-06 10:39 PDT 2017-06-29 12:42 PDT
2015-02-06 10:39 PDT 2015-02-06 10:39 PDT
2015-02-06 10:40 PDT 2015-02-06 10:40 PDT
2015-05-29 10:48 PDT 2016-11-30 23:07 PDT
2017-06-29 16:35 PDT 2017-06-29 16:35 PDT
2017-06-29 16:35 PDT 2017-06-29 16:35 PDT
2017-06-29 16:34 PDT 2017-06-29 16:34 PDT
2017-07-13 15:45 PDT 2017-07-13 15:45 PDT
2017-07-12 16:16 PDT 2017-07-12 16:16 PDT
2017-07-13 15:00 PDT 2017-07-13 15:00 PDT
2017-06-29 16:20 PDT 2017-06-29 16:20 PDT
2015-07-09 10:34 PDT 2015-07-09 10:34 PDT
2015-07-09 10:36 PDT 2015-07-09 10:36 PDT
2015-11-11 15:41 PDT 2015-11-11 15:41 PDT
2015-02-06 10:40 PDT 2015-02-06 10:40 PDT
2015-02-06 10:40 PDT 2016-12-07 13:00 PDT

2016-11-18 20:17 PDT 2017-05-23 16:00 PDT
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Edit

Showing 272 results

[SULENN  Attach Policy

Add the policy AWSIoTFullAccess. Then click Attach Policy. This will ensure that your lambda
function can send and receive messages from Amazon Web Services Internet of Things.



